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Secure and Flexible Precision Farming - with Drones

 Markus Tauber — markus.tauber@researchstudio.at
e Supporting small scale ecosystems near the consumer
e Results from R&D Projects Arrowhead Tools & Comp4Drones

 Structure:
— Architecture
— Security
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Who we are
* Research Studios Austria, Not-for-Profit Research Organisation,
since 2002 - ARC Seibersdorf (now AIT) Spin-Off

e 7 Research Studios in Salzburg, Linz, Wien and Eisenstadt

 RSA Studios work on Geo-Informatics, loT- & Cloud-
Infrastructures, Digital Knowledge Transfer, Augmented & Virtual
Reality up to Big Data Analytics

ities into Markets in Digital Intelligence
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RSA Studio SDIS::Topics

Digitalisation & Production, Industrial Production, Industry 4,0/5.0
AgriFood & Natural Resources
Data, loT, Security
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COMP4DRONES

Comp4Drones

ARROWHEAD
TOOLS
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Mission Statement

Increasing challenges in food provision along with the need for
environmental protection require a rethinking in the agricultural sector.
Digitalization and automation approaches, such as precision farming,
provide a promising approach to optimize resource usage and efficiency.

The provision of passive digital services for monitoring and managing
small scale farms has the potential to reshape the sector, as it supports
existing infrastructures and ecosystems near the consumer rather than
introducing large scale automated agricultural systems which are more
volatile to supply chain disruptions.

Climate change also contributes to more dynamic conditions at small
scale, scattered and uneven farmland, resulting in non-homogeneous
microclimate distributions.

This talk shows how such setups can be supported by digitalization and
by using monitoring as a service — with a focus on security.
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Demonstrator Comp4Drones

« Viticulture in a remote area with poor
infrastructure

 Monitor condition of plants and soil

* Drone as a gateway and an earth-
observation platform

 Mobile Sink

Austria
AIT

FB

IFAT
SKYA
WBM

Spain
HEMAV

Stakeholder

Weinbau Martin Moravitz
Small Austrian SMEs Wine
producer

Vineyards of about 6ha
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Demonstrator Setup
Sensor to Drone to Base Station Communication

Sensor (Client) (Server) Drone (Client) Base Station (Server)

Variant A Raspberry Pi Model 3 B PC or another Raspberry Pi

Shield2Go Adapter for Raspberry Pi
OPTIGA™ Trust M Security Shield2Go

HSM
| OPTIGA™ Trust M

HSM Shield2Go

[ oPTiGA™ Trust m
S

12
Shield2Go Adapter
for Raspberry Pi

‘ Raspberry Pi
3 Model B
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Sensor Integration

Land-bound sensor node Drone Gateway 1

Drone Gateway 2

Field test

COMP4DRONES
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Data analysis — micro climate zones & MaaS
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Sensor nodes
light, temperature,
humidity
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Sensor nodes
wind, temperature,

rainfall, humidty,
air pressure, light

DI EIEITIDS | EEg
Multispectral Image — 2 Radar Sensor — Sensor positions Multispectral Drone Data from each single
months accumulated Vegetative Growth depending on water Sensor - Plant Cell plant

NDVI status Density



A9

COMP4DRONES

45 Flexible Security A

COMP4DRONES ARROWHEAD
TOOLS




Europe's largest
Automation and Digitalisation Engineering projects at their time:

FP7 H2020 :
Artemis-JU Productive 4.0 = 108 partners include Productive
- Infineon, BMW, Volvo, AVL, NXP, Philips, Combitech, Midroc, Mondragon, TT Tech, etc.
ECSEL JU Arrowhead Tools = BB partners include
investment A - LTU, Bosch, ABB, AITIA, Boliden, Infineon, ST-Microelectronics, Philips, Mondragon, Volvo, etc. A R ROW H EAD
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Flexible Security: Autonomous Computing

Parasympathikus
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REST ANDDIGEST

- Efortless/Easy Breathing

- Ability of Diaphram &
Pelvic Floor to lengthen

- Confident 'Spring", 'Light’
Movement Behaviour

- Awareness of Movement Patterns

- Clear Sensory Awareness of Body

- Movement Varability

- Good Weight Dstribution
Through The Feet

- Controlled Breathing
Through Movement

FIGHT OR FLIGHT REACTIONS

- Increased Breathing Rate & Depth

- Decreased Movement of <
Diaphragm & Pelvic Floor

- Protected Postures & Movement -«
Patterns

- 'Smudged' Motor Maps For <
Patterns of Movement
- Decreased Movement Varability -«
- Rigidity
- Poor Weight Distribution Through Feet
- Poor Control of Movement
With the Breath R

© pngwing.com

J. O. Kephart and D. M. Chess, "The vision of autonomic
computing," in Computer, vol. 36, no. 1, pp. 41-50, Jan. 2003,
doi: 10.1109/MC.2003.1160055.

- Decreased Awareness Or Recruitment -«



MAPE-K

= Self-adaptation: runtime actions changing structure,
functionality and/or parameters of a system,
according to environment, user or self-sensing
information.

= Self-adaptation is based on autonomic management
approach

= Autonomic management approach is based on a
feed-back autonomic control loop (FCL) consisting
of four phases, also known as MAPE-K

Analyse Plan
» e
U
Monitor Shared Knowledge Execute
XY O —
hNi \\"J

Sensor Target S\/Stem Effector
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Arrowhead

ARROWHEAD
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[-7 pER e | Hlack wills | 7 Parth | GEnent AliTenamic M

Analyze Plan

1

i

1

|

1 F -

.l_-_ flowBors n BAetr
ufiowFort | 1
4 [iwi Piart

Adeptationfoloy

[ Shared [}

i eliovPorts Evant f o Port rFlawiort
~af pPcin CyanE : I‘{nﬂW!EdEE !-'. lapial ionPoiey '.'u-'.'i-'..!!'._l"'l\.' Ey
Monitor i g, A Execute

f)
VAt s e
rAinwiPort !

Regil dEmie il N = I
— uniowPorts : == afiowPort
i Mespuiremen | Adastatinndction

Blowd Parte ."t wiEonw P irEn
Cenporfiata AdaptationAction

16




LN

A9

COMP4DRONES

ARROWHEAD
TOOLS

WLAN (SSID, KEY)

S g Coenniy oy
T

e e |




Authentication /
Secure Connection

Infineon Onboard
HSM Module

Drone as Gateway

Authentication /
Secure Connection

Infineon Onboard
HSM Module

o~
VY
L~

o Data Analysis

DCU
—
=

=
IR

Drone Operator

Data Collection Unit (DCU)

° Data Transfer

HostAPD
Restore Data " s
Integrity Fraud / Manipulation
Reseteciie Detection

Conpection GAMS (Generic Autonomous

Managements System)

e Data Transfer

HostAPD

Sensor data collection
Computation Platform:
RaspberryPi 3B+

Sensors:

Humidity, Temperature
Wind, Sun, Soil

18



Research Studios Austria
Forschungsgesellschaft

Result —impact on detected malicious nodes

Temperature [*C]

021-07-11  2021-07-12  2021-07-13 2021

Date/Time of sensor data reading
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S. Maksuti, M. Zsilak, M. Tauber and J. Delsing, "Security and Autonomic Management

in System of Systems", Infocommunications Journal, Vol. XIll, No 3, September 2021,

p. 66-75., DOI: 10.36244/1CJ.2021.3.7

e S. Maksuti, A. Bicaku, M. Zsilak, I. Ivkic, B. Péceli, G. Singler, K. Kovacs, M. Tauber, J.
Delsing "Automated and Secure Onboarding for System of Systems," in IEEE Access,
vol. 9, pp. 111095-111113, 2021, doi: 10.1109/ACCESS.2021.3102280

e S. Maksuti, A. Bicaku, M. Zsilak, I. Ivkic, B. Péceli, G. Singler, K. Kovacs, M. Tauber, J.

Delsing "Automated and Secure Onboarding for System of Systems," in IEEE Access,

vol. 9, pp. 111095-111113, 2021, doi: 10.1109/ACCESS.2021.3102280
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Further Engagement

 http://mfi50.icb.at
e Dissertation
e Jobs

e markus.tauber@researchstudio.at

e www.researchstudio.at
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DESCRIPTION

-rsn transticn from: 134-55 to RAMI4.0/1IRA based autemation for production automation in Industry
= ongoing. This includes the integration of legacy OT with emerging chnologies. Anctheraszpect
is automation//digitalization across value networks imvolving & multicude of stakehoiders in complex
relationzhips. This organically leads to the considerstion of multipls factors, firstly the human in the
loop i.e. industry 5.0, and therefore dependancies like privacy, security and connectivity. Consegquentty,
Management for Industry 5.0 covers three thematic themes: (1} connecthvity, infrastructure, and
sscurity, |2} cyber-physical systems/system-of-systems, and (2] the human in the lcop.

The recent developments of communications technology show 3 strong involvement of wireless

communications even on the factory floor. This brings new requirements to integrate wing!
cellular technology, in particular 5G/6G and ‘their resilience, inte both OT and IT communication.
Moreover, these technologies cpen a new dass of managsment with more fisxdbility and challenge
traditicnal industrial communication concepts including security aspects. Conseguently, other fields
like agricufture or logistics can benefit from the same strategies spplied to industry 5.0 if not already
seen as part of [5.0. Reguirements such as privacy, dependability, or trustworthiness ars key enshblers
of zervice- and data-driven automation, also znd to some extent specfically in other production
domains which facilitate electronic compeonents and systemns 2.2 digitalization in preduction of food.

The conzderation of pravicus mentioned sspects sllows the formation of large to very large Systems
of 5 ms (305}, Such Sc3 will imvolve technologies like &g | Anzhytics, Big datz and [=gacy
technology. Al in all;, @iming for efficient production of products or services. Architectunes like RAMIZ.O
and |1IRA have been presented but are still in early stages. |mplementation platforms and frameworks
are as well in early stages. Even less maturity is seen regarding engineering and management of such
complex sutomation and digitsfization sociutions, which consider dependencies across il levels of
abstraction for zutcenatically or autonomically control digiafized preduction infrastructures.
Autonomous decisions require trustworthy and relisbie dats, operations, and dedsions. However, trust
related o e g, industnal Al may meandifferent things depending on the type of stakshaolder it concerns
and will 3lso require the consideration of management and organizational aspects.

Finally, the indusion of human sctors in complex production contexts is cruciaf for the swccess and
impact of these production systems in the real world. Trust in autonomous systems, acoeptance of
human-robot collsborstion, competence development, training and knowledge management are
among the challenges that Management for Industry 5.0 is fadng. This includes explzinable Al in
production contexts and workplace integrated learning in the smart factory.

FOCUS ON:

The workshap will focus on seversl core engineering 8nd mansgement issues, forus topics are:

» Migration Management » Product Life Cycle Management
® Operationzl Management # Product Planning Mansgemsnt

» Security Manzgement » IManufacturing Changs Manzgement
» Depiocyment Manzgemsnt # Manufacturing Procesz Mansgement
.

Manzgement of Networked Components in s Manufacturing Operations

fndustry 4.0/5.0 scenarias hanagement
®» Transition of 14.0t0 15.0 # Management of Cigital Twins
» Automation evclution Mansgement and w Cyber Physical Syztem of Systems

Enginzering

Additional tooics mav be considered eiven adeouats oroposal. therefore.



